OSI| Model (Application Layer)

Application Layer (i.e. OSI Session + Presentation + Application Layer)

The application layer is responsible for providing the actual service to the user. I

We want to send a big file to a system that occasionally crashes.

We want to send private data over third-party network.

We want to send multimedia/video data, but network capacity limited.

H5 . Message
— |

From transport layer



OSI| Model (Summary)

Summary of Layers

Application To allow access to network
resources
To translate, encrypt, and ;
P Presentation
compress data
Session To establish, manage, and
To provide reliable process-to- terminate sessions
process message delivery and Transport
error recovery To move packets from source
Network to destination; to provide
To organize bits into frames; : internetworking
to provide hop-to-hop delive Diiz Ll
P P P Y To transmit bits over a medium;

Physical to provide mechanical and
electrical specifications

e physical and application layer = bottom and top
Why 7 Layers’? e data link layer — bundles all link-dependent details
e network layer — responsible for hop-to-hop routing
e transport layer — responsible for end-to-end flow control

e session and presentation layer — provide some useful features; these can be

easily provided in application layer
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Why did OSI Model Fail in Practice?

(1) Bad Timing

e although essential elements of OSI model were in place quickly, final standard
(model + protocols) was not published until 1984

e by the time it took to develop OSI protocol standards, TCP/IP network architecture
emerged as an alternative for open system interconnection

o free distribution of TCP/IP as part of Berkeley UNIX system ensured widespread
use and development of numerous applications at various academic institutions

(2) Complexity and Inefficiency

e 7-layer OSI model was specified before there was much experience in designing
large-scale OSI networks — several design choices were made in absence of
concrete evidence of their effectiveness

e some functions, e.g. error control, appear in several layers (data link, transport,
application) = overall efficiency reduced



Chapter 2
Applications and
Layered Architectures

TCP/IP Architecture
How the Layers Work Together
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NFS =
Presentation | | SMTP || FTP DNS || SNMP TFTP
RPC B
Session
Transport TCP UDP
ICMP || IGMP
Network IP
RARP ARP
Data link
Protocols defined by
the underlying networks
Physical

The operation of one single protocol at the network layer (IP protocol)
over various networks provides independence
from the underlying network technologies.
IP over anything, anything over IP!




TCP/IP Protocol Suite
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Addresses in TCP/IP Model

Application Processes
layer
Transport TCP UDP
layer
Network IP and
layer other protocols
Data link
layer .
Underlying
— physical —
networks
Physical
layer

0 -65,535
Port
» address
130.63.92.157

1P
address

00:07:E9:06:FD:2B

Physical
address

= |ocally unique logical address

used to differentiate between

applications sharing the same
IP address

= globally unique logical address
used to located corresponding
node in the entire Internet

» hierarchical addresses that can
be easily aggregated in routing
tables = fast routing !

= globally unique NIC address
used to located corresponding
node on a LAN

» each NIC on a subnetwork may
have different manufactures =

we cannot aggregate physical
addresses in routing tables =

large networks cannot use these
addresses to identify hosts !



Internet Names & Addresses

Internet Names
e Each host a a unigue name

Independent of physical
location

Facilitate memorization by
humans

Domain Name

Organization under single
administrative unit

e Host Name

Name given to host
computer

Internet Addresses

Each host has globally unique
logical 32 bit IP address

Separate address for each
physical connection to a network

Routing decision is done based
on destination IP address

IP address has two parts:
netid and hostid
netid unique
netid facilitates routing
Dotted Decimal Notation:
Int1.int2.int3.int4
(intj = jth octet)
128.100.10.13

DNS resolves IP name to IP address



Physical Addresses

e LANSs (and other networks) assign physical
addresses to the physical attachment to the network

e The network uses its own address to transfer
packets or frames to the appropriate destination

e |P address needs to be resolved to physical address
at each IP network interface

e Example: Ethernet uses 48-bit addresses

Each Ethernet network interface card (NIC) has globally
unique Medium Access Control (MAC) or physical address

First 24 bits identify NIC manufacturer; second 24 bits are
serial number

00:90:27:96:68:07 12 hex numbers
%(_/

Intel



Encapsulation

HTTP Request

{

HTTP Request

{

HTTP Request

J

HTTP Request -
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Example [ web-page retrieval — assumption: TCP connection established! ]
m Router [ ﬂ
s —
request www.cs.yorku.ca & |_ = |
client: IP_C server: IP_S
. B
compose HTTP request | Web Client (Browser) '
1 www.cs.yorku.ca
GET www.cs.yorku.ca HTTP/1.0 P >
1 h 130.63.92 24 Domain Name System
compose a TCP segment carrying
HTTP request and TCP header with TCP Layer
source- & destination- port-number 1
H1cp(SPN, DPN) [GET www.cs.yorku.ca HTTP/1.0
compose an IP packet carrying
TCP segment and IP header with IP Layer
source & destination IP address 1
Hp(IIP_C, IP_S)| Hcp(SPN, DPN) |GET www.cs.yorku.ca HTTP/1.0
compose an Ethernet packet carrying :
IP segment and Ethernet header with NIC Driver on to the wire! 11
source & next-hop-router NIC address
He |Hp(IP_C, IP_S)| Hcp(SPN, DPN) |GET www.cs.yorku.ca HTTP/1.0} Tg




TCP/IP Protocol: How the Layers Work Together

from the wirel

g _I§

Human User

client: IP_C

server: IP_S

| Web Server '

GET www.cs.yorku.ca HTTP/1.0

perform sequencing, error recovery, etc.
and pass HTTP segments reliably and in-order TCP Layer
on to specified port number

H:cp(SPN, DPN) |GET www.cs.yorku.ca HTTP/1.0

-

extract destination IP address and

check if it is meant for this computer - P L

if so, extract TCP segment and pass it on to the TCP layer,
otherwise forward the packet through appropriate outgoing link

ayer

-

Hp(IP_C, IP_S)| Hcp(SPN, DPN) |GET www.cs.yorku.ca HTTP/1.0

[.

data-link layer processing :
(header removal, error checking, etc.) NIC Driver

v

12
He |Hp(IP_C, IP_S)| Hcp(SPN, DPN) [GET www.cs.yorku.ca HTTP/1.0} Tg J




Bonus Question [ layering — encapsulation ]

Assume two computers, situated on two distant LANSs - with different data-link
technologies, communicate with each other over the Internet.

Does each of these computers have to be aware of the data-link technology / protocol run in
the LAN of the other computer?

transport =
netwdrk
Iinli =
physicai—) QDJ
LAN;

application

transport g
network
link °
physical | \Dappliccd'ion
transport
network
link
physical 13

(Source: Kurose & Ross)



data

[}
o
o
o

data
app rcarror
transport =
hetwdrk
link 2
physiarl—gi-m{
AN I\_-'|'_|
. . data etwork
application | Tink| |2
Transport - hysidal J
hetwork
link =¥ |
physical P/ "\ data |
application applicafion
transport transport
hetwork hetwork
link link
physical -phydical

e

(Source: Kurose & Ross)



How to determine
the number and
identity of

intermediate routers?

How to determine own '1

r How to determine
IP & MAC address(es)?

IP address

of another
remote machine?
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IP Utilities

— Microsoft Windows OS tool used to display TCP/IP information
about the host - UNIX/Linux equivalents: :

e in simplest form returns IP address, subnet mask, default gateway

I .| C:\Windnwsksgstemﬂ\cmu:i_.exe: - l lﬂlﬂ'] 1

Minimum = 1imz,. Maximum = 15m=,. Average = 13ms

|C:“Uszerssforoohar*ipconfig sall
Windows IP Configuration
foroohar—PC

Huybrid

Mo

Mo
phub.net.cable.rogers.com

Host Hame . . . . . .
Primary Dns Suffix .
Mode Type . . . . . .
IP Routing Enahled. .
WINS Proxy Enabled. .
DNS Suffix Search List

Wirelezs LAN adapter Wireless Metwork Connection:

phub.net.cabhle.rogers.com
Intel{R» PROAWireless 3945ABG Hetwork Con

Connection—specific DMS Suffix .

Description . . . . . . . . . .
nection

Phyzical Address. . . . .

DHGCP Enabhled. . . . . . .

Autoconf iguration Enabled

Link—-local IPub6 Address .

IPv4 Address. . . . .

Subnet Mask . .

Leaze Obtained.

Lease Expires .

Default Gateway

DHCP Server . .

DHCPuvb IAID .

DNS Servers . .

MetBIOS over Tcpip.

#8—1C-BF-AD-@A2-7D

Yes

Yes

feBA::68%6:bhd12:37af :cB41x?(Preferred?
122 .168.0.1681 {Preferred?
255 _255.255.8
January-12-18 11:21:46 AM
January—19-168 11:21:45 AM
1922 .168.8.1

192 .168.8.1

234888383

192 .168.8.1

Enahled

Ethernet adapter Local Area Connection: >

16



A} "4

— standard troubleshooting tool (available on most OS) used to determing
1) whether a remote computer is currently “alive”
2) round trip delay — max, min, average

e Windows ping sends 4 32-bit packets to destination and reports
a) how many packets reached another computer
b) roundtrip delay for each

e ping makes use of ICMP messages

e if host names are used instead of IP addresses, ping relies on DNS service
to translate that name into corresponding IP address = additional delay!

m CAWindows\system3 2 omd.exe I - m - - L“:‘ﬂl-a_hj

Hicrusuft-ainduws [Verzsion 6.8.660680]1 =
Copyright (c> 2086 Microszoft Corporation. All rights reserved.

C:sUserssforoohar?ping wwrw.vorku.ca
Pinging optera.ccs.yorku.ca [138.63.236.137]1 with 32 bytes of data:

138.63.236.137: bytes=32 time=13ms TTL=54
138.63.236.137: bytes=32 time=15msz TTL=54
138.63.236.137: bytes=32 time=1ims TTL=54
Reply from 138.63.236.137: bytez=32 time=15m=z TTL=L54

Ping statistics for 136.63.236.137:

Packets: Sent = 4. Received = 4, Lost = B (@2 loss).
Approximate round trip times in milli—seconds:

Minimum = 1ims,. Maximum = 15ms,. Average = 13ms

C s Uszserssforoohari_

17




Traceroute Origin — traceroute is a UNIX utility, but nearly all platforms
have something similar

e Windows includes a traceroute utility called tracert —
you can run tracert from MS-Dos Window, by entering
tracert followed by domain name, e.g.

tracert www.cs.yourku.ca

Traceroute Use — traceroute is generally used:

(1) as network debugging tool by pinpointing network
connectivity problems

(2) for identifying IP addresses

Example [traceroute ]

If you are visiting a Web site and pages are appearing slowly, you can use traceroute to

figure out where the longest delay(s) are occurring.
18



= indigo.cs.yorku.ca - PuTTY

[n Uy Y=

m -1

[fn]

indigo 3

Example [ traceroute www.cbc.ca]

miltiple

L1877

f.020 m=s S04 m=

O.550 m=
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VisualRoute for Internet Performance:
http://visualroute.visualware.com/

Report for www . tu-muenchen.de [129.187.39.10]

Analysis: wat tu-muenchen de' [w3proja.ze tum de] was found in 12 hops (TTL=244) Itis a HTTF semer
frunning Apachel 326 (Unikh PHPM 2 2 AuthhyS00L02 200,

Hop|%Loss| P Address Hode Mame |Location Tzane [ms|Graph | WNetwark

1] 161.88.180.11 [WIN1 0115 vis [ Dulles, WA, LUSA  [-05:00 o Mo vario, Inc. WRIO-161-058
1 161.88.176.12 |- 1] verio, Inc. WRIO-161-058
2 161.88.186.14 |- 1] verio, Inc. WRIO-161-058
3 129.250.28.20 |xe-1-2-0-2.r20. [Ashburn, WA, USA [-05:00|0 verio, Inc, WRIO-129-240
4 129.260.2.35 [p64-0-0-0.r21 :|Ashburn, WA, LISA |-05:00(0 Wario, Inc. WRIO0-128-250
a 208.81.6.33 - -0F:.oofo Global Crossing GBLK-6I
A BY.17.65.54 s05-0-0-2438h| Frankfurt, Germare|+01:010[ 73 Global Crossing GBLK-1:
7 208.48.23.142 |Dante-Frankful|Frankfurt, Germar(+01:00) 88 Global Crossing GBLK-6
a 188.1.18.25 cr-muenchent |Munich, Germarny |+01:00[54 IF netwarking on DFM's
£ 188.1.74.2 ar-muenchent|Munich, Germarny |+01:0[[949 IF netwarking on DFM's
10 188.1.27.14 CErwan. | rZ- e +01:00|493 IP networking on DFM's ©
11 129.187.1.244 [csrkbl Irz-mue +01:00|498 Leibniz-Rechenzentrum |
12 129.187.39.10 [wannn tU-muenc +01:00|93 Leibniz-Rechenzentrum |

http://www.visualware.com/resources/tutorials/tracert.nhtml

m////ﬁmmhﬂunich
L
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CCNA Questions

Q.1Which layer provides logical addressing that routers will use for
path determination?

Q.2  Which layer is responsible for converting data packets into
electrical signal?

Q.3Which layer combines bits into bytes and bytes into frames, uses
MAC addressing, and provides error detection?

Q.4 Which layer is used for reliable communication between end
nodes over a WAN and controlling the flow of information?

21



Q.5Which fields are contained within an IEEE Ethernet frame header?
(a) Source and destination MAC address.
(b) Source and destination network (IP) address.

(c) Source and destination MAC address and source and
destination network (IP) address.

Q.6 When data is encapsulated, which is the correct order?
(a) Data, frame, packet, segment, bit.
(b) Segment, data, packet, frame, bit.
(c) Data, segment, packet, frame, bit.
(d) Data, segment, frame, packet, bit.

22
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