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Network Monitoring & Protocol Analysis

e Process of capturing network traffic and
inspecting it closely to determine type and
amount of data:

— Traveling through your network, or

— Arriving at your computer

e Network/protocol analysis is also known as
“sniffing”



Network Analyzer
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e Standalone hardware device or software installed
on a computer — decodes data packets of
common protocol and displays their content in
human-readable format

 Network analyzers are either free and
commercial

e Differences between network analyzers include:
— Number of supported protocol decodes
— Quality of packet decodes
— User interface
— Graphing and statistical capabilities



Network Analyzer Applications
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As an educational resource when learning
about protocols

Analyzing the operations of applications and
protocols they rely upon

Network intrusion detection

Debugging in the development stage of
network programming

Reverse-engineering of protocols in order to
write supporting programs



Common Network Analyzer

e

e Wireshark — freeware, runs on different
platforms, decodes hundreds of protocols

e Snort, WinDump/TcpDump, Dsniff, etc.




Wireshark Network Analyzer

Example: retrieval of www.cnn.com web page

@

Human User

request IP address
of www.cnn.com

DNS

\* process name request

Name System

Y

receive IP address

L

resolve name to IP address

TCP connect (1)

 *

TCP

J

Server

TCP connect (2)

TCP connect (3)

request HTML doc.

-

HTTP

send HTML doc.
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Wireshark Network Analyzer

"“! The Wireshark Network Analyzer
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Capture Options

@ How to Capture

Step by step to 3 successhl captue setup

@ Network Media

Speciic Information for capiuing on: Etherme, WLAN, ..

() Ready to load or capture No Packets

CEX

“4! Wireshark: Capture Options E|®
Capbure
Interface: Local v ‘ {InteI(R) PROf1000 MT Netwcrk Connection iMicroscft's Pad«l

IP zddrece: 130.63.86.182

|

V] Capture packets in promiscuous mode

[] Capture packets in pcap-ng Forma: (experimental)

Buffer size: L < megabyte(s)

["] Limit each packet to [ 1 bytss

[gq:turc Fiter: | | \E]
Capbure File(s) Display Opbons

File: . [BVCWSE-J Update list of packets in real time

] use muriple files

(. [ _ Automatic scralling in lve capture

{'— Hice capture info dialeg

{l_ T ' Name Resolticn

L [v
Stop Capture ... Enable MAC name resolution
0. after : [C] Enable pnetwork name resolution
] ... after \—
= = )

D ... after ( e Enable transport name resolution

Start Cancel




Wireshark Network Analyzer

Wireshark Display Window - captures traffic in three panes

SUMMARY

Displays one line summary
for each captured packet:

1) time

T (Untitled) - Wireshark
Fle [t Yoo (o Coplure Anslyze Fatedtis '\ehdwcrrl Tock Heb
-

BEHAGE BEEXRSE Ae»aTR2 EE QAQAAE M8 B

Rker;

Toar Aoy

v Egwessn,

ho. . Destnation

0. 382790 seqmen of { 4) info about highest-layer

0. 381791 . . 63.86.
sagnant of

0. 382042 z . 63.86.
0.425%82 zagnant pl'OtOCOl
15 0.425814 SEqQHent
17 0.425846 157.166, 224, . 63.86, SeQHent reasseanmbled B p I
1B 0480601 15?.1. = .63, : sagnant reassanbl ad - DETA'L
« Frame 4 (71 bytes on wire, 71 byres captured) ) — _ Provides all the details
& Ethernet I, src: pellpcba Af:4f:2e (00:0d:56:1F:4F:28), Dst: Intelcor_63:34:05 (00:15:17:63:3a:05)
. for each of the layers
« User Datagram Protocal, Src Port: td-postman (1049), 0st Port: domain {53) . - .
% DoMa’'n name system (quary) contained inside the

9000 captured packet in a
910 tree-like structure.

Q030
Q040

DATA

Displays the raw
captured data both in
hexadecimal and
ASCII format.

Orﬁmu [frana), 71 tytas 1 Padue: 1S00 Dicplagad: 1507 Narkad: O Decppad: O " ﬁh:t-h‘ Calaut




Wireshark Network Analyzer

)0 O X en0 [Wireshark 1.8.4 (SVN Rev 46250 from /trunk-1.8)]
File Edit View GCo ggpture Analyze Statistics Telephonv_IooIs Internals Help

Bl Ecea EEXSE AedPFLEBEB QQEF W -

Filter: |http Ll Expression... Clear Apply Save J
No.  |Time | source | Destination | Protocol| Length| Info 1
213 13.874082000 192.168.1.102 74.125.226.91 HTTP 516 GET /adj/amzn.us.
215 13.964873000 74.125.226.91 192.168.1.102 HTTP 523 HTTP/1.1 200 OK
240 14.005032000 192.168.1.102 216.137.33.177 HTTP 453 GET /images/G/0l/
245 14.015958000 192.168.1.102 216.137.33.129 HTTP 404 GET /1505855001/1
246 14.016423000 192.168.1.102 72.21.211.10 HTTP 410 GET /fe/loi/imp?b=
258 14.029621000 192.168.1.102 64.71.251.185 HTTP 449 GET /images/G/Ol/
267 14.032498000 176.32.98.166 192.168.1.102 HTTP 550 HTTP/1.1 200 OK
269 14.034340000 192.168.1.102 64.71.251.185 HTTP 432 GET /images/G/0l/
287 14.044796000 192.168.1.102 216.137.33.177 HTTP 412 GET /images/G/0l/ 'y
< — — e —— TS

ol

Date: Sun, 13 Jan 2013 20:31:03 GMT\r\n
Server: Server\r\n

Set-Cookie: skin=noskin; path=/; domain=.amazon.com; expires=Sun, 13-Jan-2013 20:31:03 GMT\r\n

pragma: no-cache\r\n

x-amz-1d-1: 113FFZGBRFESPBRIE2IX\r\n

p3p: policyref="http://www.amazon.com/w3c/p3p.xml",CP="CAO DSP LAW CUR ADM IVAo IVDo CONo OTPo OUR DEL1 PUBi
cache-control: no-cache\r\n

expires: -1\r\n

x-amz-1d-2: qvDH+sYadWnqaSwl/Z0J8] jMPYAcebMeKALpNPR8xR+YPSkFF/Uqi0S5dPfq3cpn\rin

Vary: Accept-Encoding,User-Agent\r\n

Content-Encoding: gzip\r\n

Content-Type: text/html; charset=IS0-8859-1\r\n

Set-cookie: x-wl-uld=1GXasEsluzYmnZrBFOZ+)Cs/N2dsX2UwwZxw34tcg+LSXTFcvOyQCexImT g+WBHUI VtxBAUHhUtO=; path=/;
Set-cookie: ubid-main=185-6430035-1464229; path=/; domain=.amazon.com; expires=Tue, Ol-Jan-2036 08:00:01 GMT
Set-cookie: session-id-time=20827872011; path=/; domain=.amazon.com; expires=Tue, 0l-Jan-2036 08:00:01 GMT\r
Set-cookle: session-1d=189-8166774-5048936; path=/; domain=.amazon.com; expires=Tue, 0l-Jan-2036 08:00:01 GNﬁ:

- r -

y — ————————— 5>

0000 ‘4
0010 o
0020 b4
4 Frame (550 bytes) Reassembled TCP (50417 bytes) De-chunked entity body (49046 bytes) |)

© | Hypertext Transfer Protocol ... § Packets: 3384 Displayed: 234 Marked: O Drop... { Profile: Default 7



Wireshark Network Analyzer

ipconfig —all — reveals own MAC & IP address, and IP
address of DNS & DHCP server

C:\Documents and Settings‘\valjic>ipconfig —all

Windowe IP Configuwration

marko
cs.yorku.ca
Mixed

Host Name . i e

Primary Dns Suffix

Node Type . . . . .

IF Routing Enabled. No

WINS Proxy Enabled. . No

DNS Suffix Seawch List. . . . . . = e=.yorku.ca
cs.yorku.ca
vyorku.ca

Echernet adapter Local Area Connection:

cs.yorku.ca
Intel(R) PRO/1AAA MT Network Connect

Connection—specific DNS Suffix

Deseription

Phyzsical fAddress. .

Dhcp Enabled. . . . . .
Autoconfl iguration Enable
IP Address. . . . .
Subnet Mask . . -
Default Gateway .

DHCP Server . . .

DNS Sexuverc .

06-8D-56—-1F-41F—-2E
Yes

Yes

130.63.86.182
255.255.255.9
130.63.86.1
138.63.86.28
130.63 .86 .28
130.63.86.33
130.63.168.21
Primary WINS Server . . 5 ¢ 1368.63.92.28
Lease Obtained. . . . . . : Tuesday, January @5, 2010 5:28:22 AN

Lease Expires . . . . . i = Tuesday, January 65, 2010 5:28:22 PM

IR T




Wireshark Network Analyzer

Wireshark Display Filter Feature

* myShark.pcap - Wireshark
Ele Edt Yew Go Cepbure Analvae  Satslis  Telephony Took Heb
S et EFEXLDE A+ F L BE A0 #¥ WX B

Fiter: dngd

¥  Expeession.. Chea Apply

L Source Cestination Pratocd  Info

Qu. gIn.¢ -:’()._GBTB’E-T?E—EWDNS 57.4;'1ar guery res ﬁnsc'A 157, 160.224.25 A I57.768.224.36 A
: .3322;5 130.53.5&.;3‘ 139.63.36.;82 DNS  Standarc guery réesponse CNAYE con.cnn. com. C.FooTprint. net A
265 2.863324 10.63.8&. 13.63.8.82 DNS Standard query response CHAME by.optimost. com.2dgesuite.net
314 3.2d195 130,03.806.28 130. 63.86.182 DS Stanard guery espnnse 15?.166.255.12
352 .83 130.63.86.28 1.6..2 DNS standarcd gquery response CNAYME cdn.cnn. com. c. Footprint. net A

1212 5.523125 130. 63. B6. 28 130.63.86.182 DNS  Standard query response CHNAME pafgead.l.qoonle.com A 64.233.1

1292 6.214256 130, 63.568 130. 63,86,182 DNS Standard guery resonseNme pagead. |. doubleclick.net A 64,

i/ myShark.pcap - Wireshark

Ele Edt Wew G0 Captue  Anakze  tatetics Telephony  Jocls Heb
Naaee EPEXLZE Neaed TR BE QQAE EMMX O

Aker:

t@ ¥  Expesson... Clear Appk

Info
1ZMm > NTTP 1= =
http > 1am [swm, acx] seq-o ACP-I w1n-1460 Len-o ME5=1460

‘o.nc Pratozal

157.166.224.25

10 0.381562  157,166.224.25 130..86.182 http > iz2m [ACK]) 50-1 ACK=647 win-7106 Len-u
11 0.381751 157.166.224.25 130.63.86.182 [TCP segnent of a reassembled PDU]
12 0.382042 157.166,.224.25 130.63.86.182 [Tce segnent of a reassembled pou]

14 N 4255R? 182 - TEE cssrmment nt 2 reac<em



Wireshark Network Analyzer

Wireshark Statistics Summary Feature

myShark.pcap Wireshark
Bl Edt Yew Go Cawture Anavzs Statebes  Tekphony  Jook  Helo

B EBX2NLC»DTLI EE QA $@MW % H

Flter: |

S
Wireshark: Protocol Hicrm;-‘ Statistics

Disolay Alter: nore
% Packets Packets Bytes  Mbifs End Packets End Bites End IVbicfs
x 190 1.119 0 U 0,000
= Ethernst 1507 1011438 1.119 0 0 0030
= Logica-lirk Control [ o033% 5 627 0.001 0 0 0.000
Sparnirg Tree Prozcol M ozr» “ 240 0.000 ‘ 240 0.000
= Datagram Delvery Frotocad [W 1 367 0.000 n ] 0.0$00
Reuting Tabie Markanarce Protozal [ oorw ] 387 0.000 ) 387 0,000
Address Resolticn Protocel [ os0% 12 &84 0.om 12 684 0.0
= Internat Frotocol 1950 1010127 1117 0 0 0000
= User Datagram Protoccl [ 186% 2 sos1 0008 0 0 0000
Demain Name Service [ 113% &% 4605 0.005 % w05 0.005
= NBIOS Datagram Service [ o13% 2 486 0.001 0 0 0.0
(= B (Server Message Bleck Protocal) [ 0.93% 2 486 0.001 0 0 0.000
3 SMB Malsht Frotacol [ omB% 2 485 0.001 0 0 0.0
& Transmission Cortrd Protocel 1462 1005076 1.112 1216 861235  0.%3
=) Hypertast Trznstor Protocsl B sx% 296 143801 0189 131 63414 0.000
Lin=tased teit cata [ 2z#% = 25607 0.028 37 2%07 0028
PEG Flz Inbzechange Format [ 2@% s 0. 0031 3 28095 0.08
Compuserve GIF [T Z38% = 197% ooz 3319959 0022
Fortabie Nesmork Geephics [ 046% T 4841 0.005 7 4341 0.035
Medla Type T 3 2085 0.00z 3 z8s 0002




Wireshark Installation

e www.wireshark.org

|80 6 Wireshark - Go deep.

4 | B T |_i_www.wireshar|-c.org
& [ 3 vYouTube Apple Yahoo! Google Maps Wikipedia MNews~¥ Popular™ Google
Wireshark - Go deep.

Riverbed Technology WinPcap

INET @ RGS — Home

WI R E S H AR K the world's foremost network protocol analyzer

Wireshark Get Help Develop

4

Search

Download Wireshark Learn Wireshark Enhance Wireshark
Get Started Now Resources and Documentation Riverbed Technology
News and Events & B Wireshark Blog [ 8 Enhance Wireshark
Wireshark Wiki Security Incident Troubleshooting the hidden Troubleshoot your Network
On July 25, 2012 an intruder gained access to dangers of TCP’s Nagle i Free 30 day trial
the server that hosts wiki wireshark.org, algorithm and delayed s Save hours on network
blog.wireshark.org, and ask.wireshark.arg. This acknowledgement and application issue y
intrusion went undetected until January 8, Jan 11 | By Hansang Bae diagnoses
2013. Only the wiki appears to have been = Monitor physical and
affected. Wireshark Tutorial Series. Tips virtual environments
Read more and tricks used by insiders and i o GUI packet capture and analysis
veterans o Fully integrated with Wireshark
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