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Network Monitoring & Protocol Analysis

* Process of capturing network traffic and
inspecting it closely to determine type and
amount of data:

— Traveling through your network, or
— Arriving at your computer

e Network/protocol analysis is also known as

“sniffing”

Network Analyzer

e Standalone hardware device or software installed
on a computer — decodes data packets of
common protocol and displays their content in
human-readable format

* Network analyzers are either free and
commercial

» Differences between network analyzers include:
— Number of supported protocol decodes
— Quality of packet decodes
— User interface
— Graphing and statistical capabilities
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Network Analyzer Applications

As an educational resource when learning
about protocols

Analyzing the operations of applications and
protocols they rely upon

Network intrusion detection

Debugging in the development stage of
network programming

Reverse-engineering of protocols in order to
write supporting programs

Common Network Analyzer

Wireshark — freeware, runs on different
platforms, decodes hundreds of protocols

e Snort, WinDump/TcpDump, Dsniff, etc.
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Wireshark Network Analyzer

Example: retrieval of www.cnn.com web page

Human User Mame Systom Server

request IP address

of www.cnn.com
process name request |

DNS ¥

resolve name to IP address |
| receive IP address

| TCP connect (1)

| TCP connect (3)

| request HTML doc. | HTTP send HTML doc.

Wireshark Network Analyzer

74 The Wfireshark Network Analyzer
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Hame Resolution
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Speciic Infarmation for C3pIARG ot Ethermal, MLAM, ... 0. after
... after | Enable transport name resolution
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Wireshark Network Analyzer

Wireshark Display Window - captures traffic in three panes

T fUntitled) - Wireshark SU“MARY

Be [ Yew G0 Coplue gnelece Fargcs Tebphoy Took Heh . .
BHA NN EOXES A 5 Displays one line summary
for each captured packet:

reF i EE QL BNN% O
Fikers * Egwemon, Jox Aok
1) time
2) source address
P 5 S 5 U P P s e e 3) destination address
T TR > 1am [ACK] Seo-L Ack . .
i frop senert ot 4 rscaenl] 4) info about highest-layer
- protocol

e Sawee Drstnation

U B S0
130. 63,86, 28 130, 63,86, 162

TCP cagnant o
TCP seqnenT

10 0. 425582 L57.104.220.25 Ji0.62. 50, 16s
15 0,42531d L57, 166,224, 25 13063, 55,152 TcP

17 0,425846
1B 0. 456G

ToF segnert reassenclad Fp

raassamblad

L57, 166, 224,

230,63, 86, 152
15716633025 af

Zi_ 635616 Tcp

DETAIL
Provides all the details

User Catagram Protocol, Src Port: td-postwan ¢1049), Ost Port: domain €530 for ea(:h of the Iayers

Donatn name system Couery) contained inside the

captured packetina
tree-like structure.

Frame 4 (71 bytes on wire, 7L bytes captured)
ethernet 1, src: pellecba 1f:4fi2e (D0:ad:is:

fi4f:2e), Dsu: Incelcor_g3:3asbs (00:15:17i63:Fasb5)

DATA
Displays the raw
captured data both in
hexadecimal and
ASCII format.

|! Frame (Trans), 73 trtes Fachatc: 1507 Displayad: 1507 Har ka0 Croppec: 0 Frofila: Dalai:

Wireshark Network Analyzer

% 2n0 [Wireshark 1.8.4 [S¥N Rev 45250 from ftrunk-1.8)]
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cache-contrel: ne-cachevrin
expi-es: -Ivrn
x cme il Do el VoS 2CuT PO MY Ar b Mok M B TYRE /1 by WESAN 1 ped, s
Vary: Accept-Cncocing,User-Agensirin
Conlenl-Cnevding: geiphrin
tontent type:s lextzhiml; ol =IMIE HEE 1N
Set-cookie: ¥-wl-Lid=1CMasCsluzmnZriidZs jCs,/M2ds a2 Dow 2ite g LoNTMow Sy OCexImTg  Wol LIVExDAU hiito=: path=/:
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Wireshark Network Analyzer

ipconfig —all — reveals own MAC & IP address, and IP
address of DNS & DHCP server

mmand Prompt
C:\Documents and Settings‘waljic*ipconfig
Windows IF Configuration

Host Hame . . . . - . arko

Primary Dns Suffix R . cs.yorku.ca

Mode Type . . . . . . . . Mixed

IF Routing Enabled. . . . No

WINS Proxy Enabled. . . . Mo

DHE Suff Search L - R -yorku_ca
cs.yorku.ca
yorku.ca

[Ethernet adapter Local Area Connection:

Connection—specific 5 Suffix cs.yorku

ca
Description . . . . - - Intel(R) PRO1AAA MT Network Connect

Phyzical fdds - - . B80-8D-56—-1F-4P-2E
Dhcp Enabled. . . . Yes
Autoconf igurat io es
. . . 1308.63.86.182
Subnet Mas - - . 205 .25 .250 .8
Default Ga y - . 138.63.86.1
DHCP Server . - . i 8
DHE Seruvers
1308.63.86.33
138.63.168.21
Primary WINS Server R . 138.63.92.28
Lease Obtained. . . - . Tuesday, January @5,

Lease Expires . . . R . : Tuesday., Januvary B85,
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Wireshark Display Filter Feature

T myShark.pecap - Wirsshark
Bk Edt Yew G0 gapoire  Qnakse  Zatstis Telephon! ook
SHaesE FERXDS ElE]

Fiter: dng Exptession.,. Chear Apply

Q&M

Pratod Info

L 232249 , 53, 8h. .80, Standard query PESPONie CHAME CAn. £nh. Cob. £, FODTRPiNT. net A

Ba3324 .63 Bh. .63.86. Standard query response CHAME by. optimost. com.edgesuite. net
24157 . 63 36- +63.86. Standard gusry response A 157.166.255.12

EEES 63, ¥ b B 2. cd
, 183542 , 63, Bb. L 53,88, standard guary response CHAME Cdn. £rn. Cof. o, FooTprine, nat a

573174 A NN Standard guery response ChWE pagead 1 ponnla.com & Gd_733. 1

214254 . 63. 86, 53,86, Standard guary response ChAME pagsad. |, daubl=c|ick, net A 64,

Ele Edt Maw Go Gapius  Anabze  Statiics
Baades DEXS2 |4 @ BE QQaD @®Emg 8

Hker: tm v Expesscon, Clear Amply

Protocal | Infa

T 0.3275347 157.166.224.

10 0.381562 157.166,224.25
11 0 3A1781 157.166.224.25
12 0.382042 157,166.224,25

3 (), 382068 T30, B4, 86, L8

http » 1am Tack] san=1 Ack=8647 win=7F106 Ler=0
[TCF secment of & reazzembled FoUJ
[Tce sedrent of 2 reassembled PoU)
- R o e —

ASEARA 22 D5 TER ceament af A -eassenbled PR
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Wireshark Network Analyzer

Wireshark Statistics Summary Feature

myShark.pcap Wireshark
Ele Edt Mew Go Ceptre Gnalvas  Stabsbies Telphony ook Heln

Besed sEXEMNU A TLEEI QAN FET%| T

Flters |

& Wireshark: Protocol Hig Statistics

Disclay Flter: nore:

o, Packats Vb=
= Ethermnet Lie o o 0,000
= Logicy-Lik Canerl [ o@aw 5 627 0.001 0 o nmn
Spanrg Tree prooocol [ oz - Z40 0000 . 240 oo
[ Datagram Defvery Protocd [ oow 1 367 0,000 0 o nmn
Rutrg Table Markznanca Protocal [ oo 1 38 0.000 1 | oo
address Resobticn Protocel [ geow 12 6E4 0.001 12 84 0001
=l Interrizt Pratacel T o 0lE LI u [ ]
= User Ditagran Protoccl [ 1= @ 5091 000 [ 0 nmo
Damain hare Service I 1mw @ s Loe 26 K05 0005
51 WSBICE Datagrain Sepvice [ o= z 486 0.00L o 0 0o
2 SME(Sarver Messape Block Fratocsl) [ 003% z 486 0,001 ) o amo
# sME Malsht Frotacal [ o= z 486 0000 0 0 oo
= Transmission Cortrol Protocel T 42 100 1312 1216 A61235 0,963
=) Hypartok: Trznsfor Protonsl B EEw S ze 43008 13 63 00
Line-based tek data [T == 3 mem oo a7 2E07 00EE
PECG Al Inesrchange Fermat [ 2w ® s oom I ZEE 00
COMpUSErve GIF [ 2= I3 197EE 0022 33 19753 DE
Parkable Netwoek Graphics [ o#ew 7 Al 00 7 4L 0ms
Meda Type I 3 2088 0002 3 Es 0z
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Wireshark Network Analyzer

Wireshark Display Filter Feature

7 myShark. pcap - Wirsshark
Bk Edt Yew G0 gapoire  Qnakse  Zatstis Telephon! Tk Help
SEdee PEATE A+ aTL (| EEAQARQA0 X8

Fiter: cngl

| » Espression., Cea Ay

Pratocd Info
Landard
3 ou0aan 130, 01 86,25 TS0 oo L L STandard qUery MESpAnsE CNAME CON A, CoM, €, TORTEPNT , NET A
5 2 31 130636605 130618616, SNSRI Y i A G S e B T, BT
3 241575 130, 83 Ahe 98 T30. 6385, 162 Standard gquery respanss & 157.165.255.12
33 2 10 3.3 2 1] .6.8 ].2 E standarc gues QSUHSE ENN"I cncmn.com.c. OOTPrinT, nat A
553175 130.03.86.26 130.03.80.187  DNS  Standard query response CHAME agead.q-qoogie.com 4 64-333-1

5, 214254 130, 53, B6. 28 130, 63,865,182 Standard guery response CHAME pagead. |, doublec 1ok, net A 6k,

Fie Edt Wew Go Captee  Anabze  Stabistcs Telephony  Toos  Heb
e DEXZSE | e T L E QG0 WEMmE | 8
1

Hker: tm | v Expesszon.. Clear Apl

How » Sous Destnanon Protocal | Infa

5356,
LL66.224.

PTEe te 2 EEIE IWr=tegan Lan=t s
130.93.86.182 hitp > 1am [svy, ack] seg=0 acl win=1480 Len=0 Ms5=14680
10 0.281562  157.166.224.25  130.53.35.182
11 0038175 157.166.224.25  130.63.96.182
1z 0.382042  157.166.234.25  130.63.36.182

htp > Tz [ACK] Sag=1 Ack=8647 win=7106 Ler=0
[TCF secment of & reazzembled FoUJ
[Tce sedrent of 2 reassembled PoU)
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Wireshark Installation

* www.wireshark.org

Wireshark - Go deep.

g
WIRESHARK

Wireshark Get Help

the world's foremost network protocol anolyzer

Develop

SRR <

Wireshark Wiki Security Incident

On July 25, 2012 an intruder gained access 1o
the server Mal nosts wik wiresnari ong,
blog.wireshark arg, and agk wiresharcory. This
intrusion wient undetecied wntil January B,
2013, Oly the wiki spsars i havie brsen
afiocted

Raad mare

Troubleshooting the hidden
dangers of TCP's Magle i
algorithm and delayed

acknowledgemaent
Jin 11 | By Hansang Ban

and tricks used by insiders and

Wireshark Tutorial Series. Tips i
wederans

Download Wireshark Learn Wireshark Enhance Wireshark
Get Started Now Resources and Documentation Riverbed Technology
News and Events & l Wireshark Blog (_§ Enhance Wireshark

Troubleshoot your Network

Free 30 day trial

= Save hours on network

and application issue

dugnonus

Manitor physical wnd

wirtul prvironments

GUI packet capture and analysis
Fully integrated with Wineshark

°
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