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Instructor

Name: Franck van Breugel
Email: franck@cse.yorku.ca
Office: Lassonde Building, room 3046 and 1012T
Office hours: Lassonde Building, room 3046, Fridays
14:00-15:00 or by appointment
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Evaluation

Weekly quizzes (5% each)
Project (20%)
Final exam (20%)

www.eecs.yorku.ca/course/4315/ EECS 4315 3 / 37

www.eecs.yorku.ca/course/4315/


Labs

Lassonde Building, room 1004
Thursdays, 14:30-15:30
The first lab will be held this week.
Some of the quizzes will be held during the labs.
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Quizzes

The quizzes will take place during labs or lectures and will
be announced in advance.
The first quiz will take place this Thursday.
Students with a documented reason for missing a quiz,
such as illness, compassionate grounds, etc., will have the
weight of the missed quiz(zes) shifted to the final exam.
This final exam will cover all the material covered in the
course.
During quizzes, students are expected to do their own
work. Looking at someone else’s work during a quiz,
talking during a quiz, using aids not permitted (such as a
phone) during a quiz, and impersonation are all examples
of academically dishonest behaviour.
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Drop Deadline

March 4

Until this date you can drop the course without getting a grade
for it and, hence, it will not affect your gpa.

www.registrar.yorku.ca/enrol/dates/fw15.htm
contains important dates.
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Academic Honesty

“If you put your name on something, then it is your work, unless
you explicitly say that it is not.”

Examples of academic dishonesty include
copying code,
looking at someone else’s work during a quiz,
talking during a quiz,
using aids not permitted (such as a phone) during a quiz,
impersonation.

Read http://secretariat-policies.info.yorku.ca/
policies/academic-honesty-senate-policy-on/ for
more details.
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Academic Honesty

Academic honest behaviour of students increases the value of
your degree.

The instructors will do their best to design quizzes and
policies that promote honest behaviour.
The students are expected to behave honestly.
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Textbook

Christel Baier and Joost-Pieter
Katoen. Principles of Model
Checking. The MIT Press, 2008.

Other reading material will be pro-
vided.
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Study the Textbook

The textbook is required for this course.

Studying only the slides and your lecture notes is not sufficient.
There will be questions on quizzes and final exam about
material that is not covered in class. Therefore, you should
study the textbook.

Although you need to memorize some material, most of the
material you have to understand.
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Students are expected to . . .

attend the lectures (3 hours per week)
attend the lab (1 hour per week)
prepare for the lab (2 hours per week)
study the textbook and other reading material (3 hours per
week)
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Bugs are Everywhere
EECS 4315

www.eecs.yorku.ca/course/4315
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What is Verification?

“Have you made what you were trying to make?”

Source: Paragon Innovations
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What is Verification?

“Have you made what you were trying to make?”

Does the hardware/software system satisfy (all the properties
of) its specification?
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In contrast to . . .

“Have you made the right thing?”

Is the specification of the system correct?

which is also known as validation.
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Why do we Verify?

Bugs are everywhere.

Source: Bruce Campbell
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Classic Bug

1968 Brazilian Beetle

Source: Dan Palatnik
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Classic Bug
“A clear example of the risks of
poor programming and verifica-
tion techniques is the tragic story
of the Therac-25—one in a se-
ries of radiation therapy machines
developed and sold over a num-
ber of years by Atomic Energy
Canada Limited (AECL). As a di-
rect result of inadequate program-
ming techniques and verification
techniques, at least six patients
received massive radiation over-
doses which caused great pain
and suffering and from which
three died.”

Peter H. Roosen-Runge. Software Verification Tools. 2000.

Source: unknown
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Classic Bug
“A computer malfunction at Bank of New
York brought the Treasury bond market’s
deliveries and payments systems to a
near standstill for almost 28 hours . . . it
seems that the primary error occurred
in a messaging system which buffered
messages going in and out of the bank.
The actual error was an overflow in a
counter which was only 16 bits wide, in-
stead of the usual 32. This caused a
message database to become corrupted.
The programmers and operators, work-
ing under tremendous pressure to solve
the problem quickly, accidentally copied
the corrupt copy of the database over the
backup, instead of the other way around.”
Wall Street Journal, November 25, 1985

Source: unknown
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Classic Bug

“To correct an anomaly that
caused inaccurate results on
some high-precision calculations,
Intel Corp. last week confirmed
that it had updated the floating-
point unit (FPU) in the Pentium
microprocessor. The company
said that the glitch was discov-
ered midyear and was fixed with
a mask change in recent silicon.
“This was a very rare condi-
tion that happened once every
9 to 10 billion operand pairs,”
said Steve Smith, a Pentium
engineering manager at Intel.”
EE Times, November 7, 1994

Source: Konstantin Lanzet
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Classic Bug
“On 4 June 1996, the maiden flight
of the Ariane 5 launcher ended in a
failure. Only about 40 seconds af-
ter initiation of the flight sequence,
at an altitude of about 3700 meters,
the launcher veered off its flight path,
broke up and exploded. . . . The reason
why the active SRI 2 did not send cor-
rect attitude data was that the unit had
declared a failure due to a software
exception. . . . The data conversion in-
structions (in Ada code) were not pro-
tected from causing an operand error,
although other conversions of compa-
rable variables in the same place in the
code were protected.”
Report of the Ariane Inquiry Board

Source: unknown
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Bug of the 21st Century

2012 Beetle

Source: unknown
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Bug of the 21st Century

The Toronto Skyline

Source: unknown
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Bug of the 21st Century

The Toronto Skyline on August 14, 2003

Source: unknown
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Bug of the 21st Century
“When it comes to lethal bugs,
the computer glitch that set fire
to $440 million of Knight Capi-
tal Group’s funds last Wednesday
ranks right up there with the tsetse
fly.
In less than an hour, Knight Capi-
tal’s computers executed a series
of automatic orders that were sup-
posed to be spread out over a pe-
riod of days. Millions of shares
changed hands. The resulting
loss, which was nearly four times
the company’s 2011 profit, crip-
pled the firm and brought it to the
edge of bankruptcy.”
Brian Patrick Eha, CNN, August 9, 2012

Source: CNN

www.eecs.yorku.ca/course/4315 EECS 4315 25 / 37

www.eecs.yorku.ca/course/4315


Why do we Verify?

Ask Jessie J!

Source: unknown

It’s all about the money money money.
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What’s the Price Tag?

Bank of New York bug: $ 5 million
Pentium bug: $ 475 million
Ariane bug: $ 500 million
Blackout bug: $ 6 billion
Denver bug: $ 300 million
Knight bug: $ 440 million

“The cost of software bugs to the U.S. economy is estimated at
$ 60 billion per year.”

National Institute of Standards and Technology, 2002

“Wages-only estimated cost of debugging: US $312 billion per
year.”

Tom Britton, Lisa Jeng, Graham Carver, Paul Cheak and Tomer Katzenellenbogen, 2013
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Why are Bugs introduced?

Hardware and software systems are among the most complex
artifacts ever produced by humans.
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Pentium 4 Microprocessor

Source: unknown

transistors:
55 million
area:
146 mm2

clock rate:
3.2 × 109 Hz

www.eecs.yorku.ca/course/4315 EECS 4315 29 / 37

www.eecs.yorku.ca/course/4315


If . . .

. . . the connections on a microprocessor were roads in
Scotland, . . .

Area of microprocessor: 146 mm2

Area of Scotland: 80,234 km2

Scale: 12 mm / 283 km ≈ 1 / 14,150,000

. . . then, since each connection is 0.13µm wide, the roads in
Scotland would be 1.84 m wide, 1.84 m apart and eight layers
deep!
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When are Bugs introduced and detected?

P. Liggesmeyer et al.: Qualitätssicherung Software-basierter technischer Systeme – Problembereiche und Lösungsansätze          251

dert die Kodierung nur noch 12 % des gesamten Entwicklungsauf-
wandes,während die analytische Qualitätssicherung 37 % benötigt.

Eine bekannte Untersuchung von Boehm [4,S. 534]
kommt zu dem Ergebnis,daß das Verhältnis zwischen dem War-
tungsaufwand und dem Entwicklungsaufwand bei Software-Projek-
ten zwischen 2:1 und 1:1 liegt.Da Wartung im Wesentlichen auf die
Beseitigung jener Fehler zielt,die bis zur Freigabe eines Produktes
nicht gefunden wurden, ist es durchaus seriös,den Wartungsauf-
wand der analytischen Qualitätssicherung zuzurechnen.

Betrachtet man alle diese Daten gemeinsam,so ist klar
zu erkennen,daß in vielen Fällen Qualitätssicherung den größten
Teil des Entwicklungsaufwandes verschlingt.Andererseits werden
aber oft unbefriedigende Ergebnisse erzielt. In der Praxis verursacht
das erhebliche Aufwände zur Behebung der Probleme.

Es ist erkennbar,daß einzelne Techniken aufgrund der
unterschiedlichen Ziele und der verschiedenartigen Eigenschaften
hybrider Systeme keine umfassende Lösung der existierenden Pro-
bleme bieten können.Technische und wirtschaftliche Ziele können
in einem industriellen Kontext nur durch eine sinnvolle Kombinati-
on mehrerer Techniken und Methoden gleichzeitig erreicht werden.
Eine frühzeitige Qualitätssicherung ist insbesondere unter Kosten-
gesichtspunkten wichtig. In einer Untersuchung von Möller [17]
sind Daten zu Fehlerkosten publiziert,die für Fehlerkorrekturen in
den Phasen Analyse,Entwurf und Codierung Korrekturkosten in
Höhe von jeweils 500 DM ausweisen (Abb.2). Im Entwicklertest
(Modultest) ist mit Korrekturkosten von 2.000 DM zu rechnen.Die
Korrektur eines Fehlers,der im Systemtest gefunden wird,kostet

rund 6.000 DM.Fehler,die während der Produktnutzung erkannt
werden,verursachen im Mittel Korrekturkosten von 25.000 DM.
Dieser nahezu exponentielle Anstieg der Korrekturkosten erfordert
aus wirtschaftlichen Gründen eine frühzeitige Qualitätssicherung.

Spillner und Liggesmeyer [21] haben Daten zur Nutzung
von Software-Qualitätssicherungstechniken in der Praxis publiziert,
die zeigen,daß die Techniken „Reviews“ und „dynamisches Testen“
in der Praxis eine starke Verbreitung besitzen,während formale
Techniken nur in geringem Umfang genutzt werden.Abb.3 stellt dar,
welcher Prozentsatz der Befragten die jeweilige Technik verwendet.

Insgesamt existiert zwischen dem Wissen über Qua-
litätssicherungstechniken in der Theorie und der Nutzung dieser
Techniken in der Praxis eine erhebliche Diskrepanz.

a0000005222
2.Die Qualitätsproblematik in 

technischen Anwendungen

Die Qualitätssicherung Software-basierter technischer Systeme und
Anlagen zielt oft - wie die Qualitätssicherung „reiner“ Software-Sy-
steme - auf die Sicherstellung der korrekten und vollständigen Funk-
tion.Darüber hinaus sind häufig explizite Sicherheitsbedingungen,
Echtzeitanforderungen und quantifizierte Zuverlässigkeits- und Ver-
fügbarkeitsanforderungen vorhanden.Ferner ist die Entwicklung in
vielen Fällen sehr heterogen.Das gilt sowohl für das System selbst,
als Kombination aus Software,Maschinen,Meßwertaufnehmern,
Stellgliedern usw.,wie auch für seine Entwicklung,die häufig als
Kombination aus Eigen- und Fremdentwicklung durchgeführt wird.

Wie deutlich zu sehen ist, ist die Qualitätssicherung hy-
brider Systeme und Anlagen im Vergleich zur Software-Qualitätssi-
cherung durch zusätzliche Probleme charakterisiert,deren Behand-
lung  entsprechende Techniken verlangt.

Das korrekte Funktionieren eines Systems erfordert,ne-
ben der Erzeugung des gewünschten Ein-/Ausgabe-Verhaltens,daß
die spezifizierten Zeitbedingungen eingehalten werden.Ein System,
das eine korrekte Ausgabe zu spät erzeugt, ist nicht korrekt.Es ist
daher sinnvoll,die funktionalen Qualitätsmerkmale „Funktionale
Vollständigkeit“ und „Funktionale Korrektheit“ einschließlich der
Erfüllung von Zeitbedingungen von den nicht-funktionalen Qua-
litätseigenschaften (z.B.Zuverlässigkeit,Robustheit,Änderbarkeit,
Überprüfbarkeit,Verständlichkeit,Wartbarkeit und bei Software
auch Speicher- und Laufzeiteffizienz) zu unterscheiden.

Es existiert keine einzelne Technik,die in der Lage ist,die
funktionalen Qualitätseigenschaften eines Systems - bei der Zugrun-
delegung dieser umfassenden Definition - vollständig zu zeigen.
Selbst ein formaler Korrektheitsbeweis auf Basis einer konventionel-
len formalen Spezifikation leistet dies nicht,da u.a.Zeitbedingungen
nicht beachtet werden. In den letzten Jahren wurden Verfahren zur
formalen Spezifikation auf der Basis von Petri-Netzen bzw.Prozeßal-
gebren,die Realzeit bzw.Leistungs- und Zuverlässigkeitsaspekte
berücksichtigen,entwickelt und auch bereits in einigen Anwendun-
gen in der Praxis eingesetzt.Stellvertretend seien [1,9, 16,20] ge-
nannt.Kennzeichnend für die heute verfügbaren Techniken ist,daß
sie nur Aussagen für einige Aspekte von Korrektheit erzeugen.

Die Durchführung eines dynamischen Testfalls zeigt,
daß für die gewählte Situation entweder ein korrektes oder ein nicht
korrektes Ergebnis erzeugt wird und in welcher Zeitspanne dies ge-
schieht.Für alle anderen möglichen Betriebssituationen erhält man

Abb. 2 Empirische Daten zu Fehleranzahl und -kosten

Abb. 3 Prüfen in der Praxis

Peter Liggesmeyer, Martin Rothfelder, Michael Rettelbach, and
Thomas Ackermann. Qualitätssicherung Software-basierter
technischer Systeme – Problembereiche und Lösungsansätze.
Informatik-Spektrum, 21(5):249–258, October 1998.
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When are Bugs introduced and detected?

System Verification 5

Analysis Conceptual
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Figure 1.3: Software lifecycle and error introduction, detection, and repair costs [275].

About 50% of all defects are introduced during programming, the phase in which actual
coding takes place. Whereas just 15% of all errors are detected in the initial design stages,
most errors are found during testing. At the start of unit testing, which is oriented to
discovering defects in the individual software modules that make up the system, a defect
density of about 20 defects per 1000 lines of (uncommented) code is typical. This has
been reduced to about 6 defects per 1000 code lines at the start of system testing, where
a collection of such modules that constitutes a real product is tested. On launching a new
software release, the typical accepted software defect density is about one defect per 1000
lines of code lines1.

Errors are typically concentrated in a few software modules – about half of the modules
are defect free, and about 80% of the defects arise in a small fraction (about 20%) of
the modules – and often occur when interfacing modules. The repair of errors that are
detected prior to testing can be done rather economically. The repair cost significantly
increases from about $ 1000 (per error repair) in unit testing to a maximum of about
$ 12,500 when the defect is demonstrated during system operation only. It is of vital
importance to seek techniques that find defects as early as possible in the software design
process: the costs to repair them are substantially lower, and their influence on the rest
of the design is less substantial.

Hardware Verification Preventing errors in hardware design is vital. Hardware is
subject to high fabrication costs; fixing defects after delivery to customers is difficult, and
quality expectations are high. Whereas software defects can be repaired by providing

1For some products this is much higher, though. Microsoft has acknowledged that Windows 95 contained
at least 5000 defects. Despite the fact that users were daily confronted with anomalous behavior, Windows
95 was very successful.

Christel Baier and Joost-Pieter Katoen. Principles of Model
Checking. The MIT Press. 2008.
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How are Bugs detected?

Peer review
Simulation
Testing
Verification

www.eecs.yorku.ca/course/4315 EECS 4315 33 / 37

www.eecs.yorku.ca/course/4315


Limitations of Peer Review

Catches on average only 60% of the bugs.
Is labour intensive (250 lines per hour).
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Limitations of Simulation

How long does it take to simulate a 128-bit multiplier on a
3 GHz machine?

How many cases need to be checked?
22×128 ≈ 1.2 × 1077

How many can we check in one second?
3 × 109

How many seconds does it take?
1.2 × 1077/3 × 109 = 4 × 1067

How many years is that?
2 × 1059
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Limitations of Testing

“Program testing can be used to show the presence of bugs,
but never to show their absence!”

Edsger W. Dijkstra. Notes on structured programming. Report
70-WSK-03, Technological University Eindhoven, April 1970.
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Edsger Wybe Dijkstra (1930–2002)

Member of the Royal
Netherlands Academy of
Arts and Sciences (1971)
Distinguished Fellow of the
British Computer Society
(1971)
Recipient of the Turing Award
(1972)
Foreign Honorary Member of
the American Academy of
Arts and Sciences (1975) Source: Hamilton Richards
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